District of Columbia National Guard

Accelerated Hiring Announcement
Title 5 Civilian

DC-AHA-AR-26-024

OPENING DATE: CLOSING DATE:
02 Sep 2026 02 Oct 2026

APPLICATION MUST BE FORWARDED TO:
IN ORDER TO RECEIVE CONSIDERATION

Fuentes, Francisco E SSG USARMY NG DCARNG|

Position Title: IT CYBERSECURITY SPECIALIST
(INFOSEC) - Indef

GRADE: GS-2210-11

(USA)

francisco.e.fuentes.mil@army.mil

AREA OF CONSIDERATION: GROUP 11
Current Competitive and Excepted Federal employees
nationwide and individuals eligible for
veterans’ preference.

Position Location:

Joint Force Headquarters/G6-CIO
D.C Army National Guard

2001 E. Capitol St SE,
Washington DC 20003

NOTE:
This position is subject to provisions of the DoD Priority
Placement Program.

Superior qualifications eligible.

INSTRUCTIONS FOR APPLYING:

REQUIRED

1. Resume - resume highlighting your specialized

Current SF-50

Please submit completed packages to:
SFC Francisco Fuentes
Phone: (202)-536-9820

francisco.e.fuentes.mil@army.mil

You must send applications electronically to the email addresses listed below.

DOCUMENTS:
experience. Ensure you include "from (mm/yy)" and "to

(mm/yy)" dates along with a description of your relevant experience. Resumes limited to two pages.
Starting on September 27, 2025, federal agencies will only accept resumes up to two pages in length.

Veterans' Preference Documentation (if applicable)

GENERAL EXPERIENCE:
information technology (IT) systems and services. This

networking.

Work in this series includes managing, supervising, leading, administering, developing, delivering, and supporting

series covers only those positions for which the paramount

requirement is knowledge of IT principles, concepts, and methods, e.g., data storage, software applications,




SPECIALIZED EXPERIENCE:

1-year specialized experience equivalent to at least the next lower grade. Experience planning the sequence of
actions necessary to accomplish the assignment where this entailed coordination with others outside the
organizational unit and development of project controls. Experience required adaptations of guidelines or
precedents to meet the needs of the assignment. Experience preparing documentation on cost/benefit studies where
is involved summarizing the material and organizing it in a logical fashion. Exper1ence in managing the function
of the work to be performed. Experience which includes leading, directing and assigning work of personnel.

EDUCATION AND CERTIFICATION REQUIREMENTS:
Education: All academic degrees and coursework must be from accredited or pre-accredited institutions

Undergraduate or Graduate Education: Degree in computer science, engineering, information science, information
systems management, mathematics, operations research, statistics, or technology management or degree that
provided a minimum of 24 semester hours in one or more of the fields identified above and required the
development or adaptation of applications, systems or networks.

CONDITIONS OF EMPLOYMENT:

Applicants must have the following:

1. Must obtain and maintain a SECRET clearance level.

2. Incumbent must complete appropriate training and obtain required certifications IAW DoDI 8140 or
DOD 8570.01M or applicable governing document(s) for Cyber workforce as an IA Technician Level
within 9 months of employment pending training seat availability .

3. Position is designated as PR-VAM-001 within the Defense Cybersecurity Workforce as guided by
NIST SP 800-181; National Initiative for Cybersecurity Education, Cybersecurity Workforce
Framework. Which establishes the Tasks, Skills, Knowledge and Abilities expected of this position.
(https://www.nist.gov/itl/applied-cybersecurity/nice/nice-framework-resource-center).

4. lrregular and/or overtime (compensatory) hours may be required to support operational requirements
or contingencies or may be required to work hours outside of the normal duty day.

5. This position is designated as Essential Personnel and may be subject to duty in preparation for, or in
response to, a state emergency or disaster declaration. Head of Agency requests to exceed 14 days in
a calendar year must be approved in advance by the National Guard, Director of Manpower and
Personnel (NGB-J1).




District of Columbia National Guard

Announcement Number: DC-AHA-AR-26-024

Position: IT CYBERSECURITY SPECIALIST (INFOSEC) - Indef

Position Description:

(1) Conducts audits of information systems compliance, to include network devices; servers; and end user
devices, related to security standards, guides and application updates to enable and ensure accreditation of all
systems IAW with all command, Army, and DOD security directives, policies and procedures. Ensures that all
elements are in compliance with guidance concerning accreditation of automated information systems, risk
management, control of computer viruses, and other similar issues.

(2) Reviews Army Training and Certification Tracking System, approves new user accounts, and conducts
ongoing audits to ensure all privileged and user accounts comply with Army Standards.

(3) Conducts investigation of security incidents, reports findings to leadership and remediates findings based
on guidance from the cybersecurity service provider and IAW with all command, Army, and DOD security
directives, policies and procedures to include computer viruses and sanitation of highly classified information
from organization.

(4) Reviews submissions to Change Configuration Board, or other bodies proposing changes, to network or
information systems and applications and makes recommendations to senior cybersecurity team lead.

(5) Maintains an operational knowledge base of past, current and possible future threats to the security posture
by attending courses, conferences, seminars, online research, and information sharing between other
Cybersecurity/Information Assurance professionals. Must anticipate the effects of new emerging technology
and develop policies to control it to prevent security violations. Makes recommendations regarding policies
and/or procedures to prevent or react to security concerns.

(6) Performs other duties as assigned.






